Citrix Migration Instructions

In order to eliminate a high security vulnerability the I TC isrequiring migration to this
new version.

In order to access the new version and to have the most secure connections you must follow the
instructions below.

Y ou may require administrator access or support to perform the following.

1) Ensuretheold client softwareisnot installed.

a. Goto Control Panel > Add/Remove Programsand look for a Citrix ICA Client
entry. If you have one, select it and click on Change/Remove and follow the
prompts.

8 4dd or Remove Programs

Currently installed programs: [ show updates Sork by:
Chengeor | [ adabe Reader 7.0.5 Size  6la4aMB &
LTS ﬁl Answeriorks Runtime Size 0.01ME

&t Citri ICA Client
o
Add Mew
Programs
ﬁ Formatter Plus ¥1.3
Adwdifdeor:\?sve Livelpdate Size  1.37MEB
ST ﬁl Mcafes VirusScan Enterprise Size 10.36M8
@ % Microsoft Office %P Professional Size  453.00MB
Set Progra @ Mozilla Firefox {1.0.7) Size  14.29MB
Accessand 4B Oracle JInitator 1.3.1.17 Size  23.52MB
ﬁl Remove Hidden Cata Tool Size 0,36MB
ﬂ Spelling Dictionaries For Adobe Reader Package Size  25.29MEB
ﬁ Symantec Procomm Plus Size 26.49MB
ﬁl Windows Installer 3.1 (KBES93803)
ﬁl Windows XP Service Pack 2
£ winzip St 414MB 4

2) Install thenew Citrix Web Client software:

a. Point your browser to https://noaanf.rdc.noaa.gov . If you receive the Security
Alert below, click Yesto proceed.
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Security Alert

r?"l Information wou exchange with this sike cannot be viewed or
?. changed by others. However, there is a problem with the zite's
; security certificate.

e The security certificate iz from a trusted certifying authority.

Q The security certificate date is valid.

The name on the zecurity certificate is invalid or does not
match the name of the site

Lo pou want to proceed’?

Wiew Certificate

b. You will seethe following message displayed in the lower right M essage Center :
(Y ou may need to scroll down to seeiit).

A MetaFrame XP - Microsoft Internet Explorer El@‘gl
.Jr

File Edit Wew Favorites Tools Help i

. - i o
@Back M > | Iﬂ \ELI _I\J 7/ ! Search ‘i_\?Favnmtes ‘;{ - -,'_,_; = _J fi

Address |§'] https:ffnoaanf, rde.noaa, gov fCitrix/MetaFrameiPfdef ault framesset, asp v| GO Links **
~

Message Center

The Message Center displays any
infarmational or error messages
that may occur,

&Vou do not have the IC4 Client
{Activex) for 32-bit Windows
installed on your system, You
must install the ICA Client to
launch the applications.

Select the icon below to install

the ICA Client.

€ 1CH Weh Client for 32-hit
Windows

COther Clients are available from
the Citrix Client download site

@] Done é ° Inkernet

c. Click the&& ICA Web Client for 32-bit Windows link to begin the installation.
When the following screen appears, Click Run. (Please note: MAC userswill seea
dlightly different message and will need to select the appropriate link for their OS
version.
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File Download - Security Warning

Do you want to run or save this hle?

Mame: ica3zt.exe
Twpe: Application, 2,65 MEB

From: 140,90.27.46

Bun ] [ Save ] | Cancel |

“w'hile filez from the Internet can be uzeful, thiz file type can
q potentially harm wour computer. IF pou do not trust the source, do not

n or zave this software. What's the risk?

d. When the following screen appears, Click Run again.

Internet Explorer - Security Warning

X

Do you want to run this software?

Mame: Citrix Web Client

Publisher: Citrix Systems, Inc

E]More options Run ] | Don't Fun |

o ‘while files From the Internet can be useful, this file byvpe can potentially harm
wour computer, Only run software from publishers vou trust, What's the risk?

e. Allow theinstallation to proceed.

ot Citrix Wehb Client - InstallShield Wizard

Extracting Files
The contents of this package are being extracted.

Flease wait while the Installshield wizard extracts the Files needed to install Citrix
“Web Client on wour computer. This may take a Fews moments.

Extracting wdrmn.dll. ..

| | Cancel |

f. Click Yestoinstall the MetaFrame Presentation Server Web Client for Win32.

Metakrame Presentation Server Web Client for Win32

P | This willinstall MetaFrame Presentation Server Web Client for Win32, Do you wish to
\-—f/ conkinue?

g. Click Yesto accept the License Agreement.
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icense Agreement

CITRE<[R] LICENSE AGREEMENT

|2

Thiz iz a legal agreement ["AGREEMEMNT"] between pou. the Licenzed zer. b
and Citrix Spstems, Inc., or Citrix Spstems Interational GmbH. “our location of
receipt of thizs PRODUCT determines the licensing entity hereunder [the
applicable entity is hereinafter referred ta as "CITRI:']. Citriz Spstems. Inc.. a
Delaware corporation, markets and supportzs this product or feature releaze [both
hereinafter "FRODUCT "] in the Americaz. Citriz Systems International GrmbH., a
Swiss company wholly owned by Citris Spstems, Inc., markets and supports this
FRODUCT in Europe, the Middle E ast, Africa, Asia. and the Pacific. BY
SELECTING "l ACCEPT" BELOW, v'OU ARE AGREEING TO BE BOUKD BY
THE TERMS OF THIS AGREEMENT. I[Fv0OU DO NOT AGREE TO THE
TERMS OF THIS AGREEMENT, SELECT "l DO MOT ACCEPT" BELOW AMD
DO MOT INSTALL OR USE THE PRODUCT

1. GRAMT OF LICEMSE. This PRODULCT contains softweare that

provides services on a computer called a server ['"Server Software''] and may
contain software that allows a computer to access or utilize the services

provided by the Server Software ['Client Software'']. This PRODUCT iz licensed
under a concurrent user model. Server Software is activated by uszer licenses

that allows uze of the Server Saftware in increments defined by the license madel ke

Yes Mo |

h. Click OK. No browser restart needed for Internet Explorer.

tMetaFrame Presentation Server Web Client for Win32

Setup completed successFully. You may need ko restart vour web browser to activate changes

3) Accessthe desired application:

a. Click onthe Production or Training Folder to find the icons to access your
application.

28 MetaFrame XP - Microsoft Internet Explorer

File Edit View Favorites Toals Help l'.

eBack = _/I \ﬂ @ _;j /-__\J Search \E;‘\? Fawvorites 6‘3

Address @ https: finoaanf . rdc.noaa.gowvfCitrix MetaFramexPfdefault fframeset, asp V| [=a) Links **

el
This is a Department of Comimerce compuier svstem. Depariment of Commerce compliier Vsiems are B
provided for the processing of OQfficial ULS. Govermmeni information onb. Al daia contained on
Department of Commerce compuier sysiems is onvemed by the Depariment of Cowmearce and may be
monitored, intercepied, read, recorded, copied, or captured in any manner and disclosed in any manner,
by authorized personnel. THERE IS NO RIGHT OF PRIVACY JN THIS SYSTEM. Svsizm
personnel may give o law exnforcemeni afficials any pateriial evidence af crime found on Depariment
af Commerce compuier systems. USE QF THIS S¥YSTEM BY ANY USER, AUTHORIZED OR
UNAUTHORIZED, CONSTITUTES CONSENT T THIS MONITORING, INTERCEPTTON,
RECORDING, READING, COPFING, OR CAPTURING and DISCLOSTURE.

Citrix® Important Message
Presentation Server

If you have any questions, contact
he CBS Help Desk at {301} 427-

Applications 1023.

wWelcome to CBS Application

Welcome to CBS applications., The
Applications box contains icons for
the applications that wou can use.
Click an icon to launch an

&] cone ) & Internet

£

b. Click the desired application.
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2l MetaFrame XP - Microsoft Internet Explorer ‘Z”EHZ|
File Edit View Favorites Tools Help z’

@Eack . J @ @ \/_;j psaarch *Favoritas @ B}:{' »; o I_J ﬁ

Address ‘@ https://noaanf.rdc.noaa, goviCitrixjMet aFrameXPdef aul fframeset, asp v| Go Links **
oIV,

TIVAUT T OITU AL L, CUITS 111 U165 COITORIVE 1O 13113 MOV T OIgIvVe, JIVI BIVC L 1

RECORDING, READING, COPYING, OR CAPTURING and DISCLOSURE, W

Citrix® Important Message
Presentaﬁon Server 1If you have any questions, contact

he CBS Help Desk at {301) 427-

welcome to CBS
Application

welcome to CBS applications. The L

Applications box contains icons for
the applications that you can use.
Click an icon to launch an
application. If you have problems
using an application, please
contact CBS help desk for more
infarmatian.

Message Center

|

Thm Blmmmmme Cmimb e Aimel e —m

@Dune é . Internet

c. Thefirst timeyou connect, you may be presented with the following box:

FA Client File Security

CITRIX

A gerver application is requesting access to pour
local client files,

—What access do you want to grant’?
" Mo Access

" Bead Access
o Full focess

— Do yau want to be azked again?
 Alwavs ask me

" Mever ask me again for this server

] Cancel |

d. You will need to decide what access is appropriate for your circumstances. It is
recommended that you select Full Access and Never ask me again. These File
Security settings can be changed at any time by double clicking the Program
Neighborhood Connection Center icon in the system tray.
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